DAFTAR ISI

LEMBAR PENGESAHAN ..ottt e i
LEMBAR PERNYATAAN ORISINALITAS ....coooiiiiiiieieieieieeeeeeeeeeee i
ABSTRAK ...ttt il
ABSTRACT ...ttt sttt v
KATA PENGANTAR ..ot v
DAFTAR ST ..ottt vi
DAFTAR GAMBAR .....oiiiiiiicee ettt ix
DAFTAR TABEL ...ttt e X
DAFTAR ISTILAH ..ottt Xi
DAFTAR SINGKATAN ..ottt Xiii
BAB T PENDAHULUAN ......ociiiiiiiiitnienecttrteereetcstesree ettt 1
.1 Latar BelaKang .......cccocoooviiiiieeeie et 1
[.2  Perumusan Masalah...........cocooiiiiiiniiniiiiiccecceee e 5
I3 Tujuan Penelitian...........cceecvieriienieiriienieeeeereere e e e e 6
[4  Batasan Penelitian ..........cccoeoiiiiiiiiiiiniiniiniiniiiciccceeee e 6
L5 Manfaat Penelitian.........ccoccocieiiiiiiiiniiniieicicececeeceee e 6
[.6  Sistematika Penulisan........c.ccocovieiiiiiiiiiiiiiniiiiicceceeeecee 6
BAB II TINJAUAN PUSTAKA ..ottt 9
IL.1  Definisi Jaringan KOMPULET .........cccecvieerierieiiieieeieecee e e 9
I1.2  Perangkat Jaringan Komputer ..........cccecoieiieiiriie e 9
IL3  Definisi Data@ Center ...........coueueeieeeeeeiiieeieeeieeieeeee e eeie et eee e 10
II.4 Lima Aspek Layanan Utama Data Center ............ccccceveeeerceenenceeneennnn. 11
IL5 Kriteria Rancangan Data Center .............oouevveeeueecrvescveecreeeeenvesveereenns 12
IL6  Tier pada Data Center .............ccuueeceeieeeieeiieeieeeee e 13

vi



IL7  Definisi NetWork SECUTILY......oeeeieeeieeieeieee ettt 15

IL8  FUFEWQLL ...ttt 16
IL.9  Intrusion Detection System (IDS)......ccccovvvieiieiiiiieeieeceee e 17
IL10 Secure Shell (SSH) cuuviiiiiiieiieee et 20
IL11L  AULRENLICALION ...........cuceeeeneiiniiiiinieeeieeeecetee e 20
IL12  BiOMEFiCS ACCESS ......oooueeueiiieiiiiiiicieieeeteeee et 20
I1.13  Serangan Logikal pada Data Center .............ccoeueeveeecreeneeceesreereerenn, 21
I1.14 Serangan Physical pada Data Center ............cccocoeeeeeeeecveesceeeeeneeneenns 22
IL15  Clean-agents fire SUPPIESSION ........ccueeereeereeeeeeieeeieeereeeveesreeseeesseeeseenes 22
I1.16 Cisco Three-Layered Hierarchical Model .................c..coevueeeuveeuennnn. 23
.17 Telecommunication Association Industry (TIA)-942......ccooevveoveecenenne 24
IL18  Struktur Data Center ..............ucueecerveniririniniininienienieneeneeeeeeeeeene 25
I1.19 Skema Perlindungan Data Center ............ccccoeveeecieioeeeeeieesieeeeeene 27
I1.20 Information Security Management Systems (ISMS) ......ccccevveveverveennane. 27
I1.21 Metode Pengembangan PPDIOO ...........ccccooiiiiiiiiiiiieieeeeeeeee 29
I1.22 Penelitian Sebelumnya ..........ccccveieieiiiiieieeeeeee e 31
BAB III METODOLOGI PENELITTAN........cociiiiiiiniiieieiereececreeceeeeeeee 32
.1 Model Konseptual .........cccoeoiieiiinieniieieeee e 32
III.2  Sistematika Penulisan........c..ccocovieriiiiiiiiiiiniiinccneeceeeeeceen 33
BAB IV ANALISIS KONDIST SAAT INL...cooiiiiiiiiiiinereneneeeeeseeee e 37

IV.1 Pusat Dokumentasi dan Informasi Ilmiah — Lembaga Ilmu Pengetahuan

Indonesia (PDII-LIPT) .....ccoiiiiiiiiiiiicieeee ettt 37
IvV.1.1 Profil Lembaga........ccoecveeiiiiiiieieecieeieeeeee e 37
v.1.2 StruKtUr OTZaniSAST......veeveereiererieirieieeereerieesreesereeereeseesseessseessens 38
V.13 VST 1ttt 39
IV.14  MISTiiiiiiiieiccec ettt 39

vii



IV.2 Perbandingan Metode Penelitian............ccccoeeiireiiiieniiniieieece e 40

IV.3 Kondisi SAat I c..cveieiiiiiiiiiiniiniecieieceencece e 41
V.31 Denah Ruangan Data Center .............couucoeeeeeeceeeieeiieiieeeeene, 41
Iv.32 Topologi Jaringan Saat iNi.........ccceeeeeeeeiierie e 44
V33 Daftar Server ........ccocvvirininiiieic s 47

IV.4  Analisis Kondisi Saat ini.......ccccceevivivinininininiiincnencncscecseesesenns 49
V4.1 Analisis Gap Keamanan Fisikal ..........ccccoocevvieniniinininnincnne, 49
v.42 Analisis Gap Keamanan Logikal............cccocoooniiiiiiiiiiniiiie 51

BAB V PERANCANGAN DESAIN USULAN .....cccocniinininineieerercreieeene 55

V.1 Usulan Keamanan FisiK.........ccccccvvivviniinininininininincnncccesceen 55

V.1.1 Closed Circuit Television (CCTV) (semua gambar CCTV diganti)

55

V.1.2 Kontrol Akses Ruangan Data Center.............coeeeveeeeeeeeeeeennenn. 63
V.13 Fire SUPPIeSSION.......ccccuveeceieeciieeiieeecieeeecee et eesste s esaeesaeeees 65

V.2 Usulan Keamanan LogiK ..........cceovieriiiiiiiiieiieniieie e 66
V.21 Kebijakan Information SeCurity ..........ccocceeveeeeeeceeeveeneeeeene, 66
V.22 Update Sistem Operasi Secara Berkala...............ccoocononninnn. 67
V23 Penerapan IDS (Intrusion Detection System)...........ccceceveeeenenne. 68
V.24 Penerapan FireWwall............coccveceeiieicieeiiieie e 68
BAB VI KESIMPULAN DAN SARAN ....ooctiiiinirienieneee et 71
VL1 KeSIMPUIAN ...ttt 71
VL2 SAran....ccooiiiiiiiiiic e 72
DAFTAR PUSTAKA ..ottt 73
LAMPIRAN ...ttt ettt st 75

viii



