DAFTAR ISl

LEMBAR PERNYATAAN ORISINALITAS ..o i
KATA PENGANTAR . ii
LEMBAR PERSEMBAHAN ... s 1\
ABSTRAK s %
ABSTRACT e Vi
DAL ISH...e.eeeiteeece s vii
Daftar GAMDAT.........coiiiee s Xi
Daftar TADEL ... s xii
Daftar LAMPITAN ......coviieieieicese e xiii
Daftar IStHAN. ..o Xiv
Daftar SINGKALAN. ........cciiiiieiiie s XV
BAB I. PENDAHULUAN ... 1
.1 Latar Belakang .......ccocooeiiiiiiiiiiieee e 1
1.2 Perumusan Masalah...........ccoooeiiiiiiii e 2
.3 Tujuan PenIItIaN........ccccveiieiie e 2
[.4  Batasan Penelitian ... 2
1.5  Manfaat Penelitian............ccocooiiiiiiiiic e 3
1.6 Sistematika PENEltian ............coviiiiiiiiii e 3
BAB Il.  TINJAUAN PUSTAKA ... 6
I PendaNuluan ..o 6
1.2 Keamanan Sistem Operasi dan Sistem INformasi ..........cccoceveveniiennnne 6
[1.2.1  Threat / ANCAMAN.......cccuiiiieieieie e 7
[1.2.2 EKSPIOITASI ...cuviiiiiiiiiesceeee e 8

O S 11 (=1 0 O = - USSR 8

vii



1131 KA LINUX oo 8

[1.3.2  Vulnerable Machine Hackable 2............cccoooiiiiiii 8
1.4 EKSPEITMEN ..ottt 9
15 WAaIKINIOUQN .o e 9
1.6 ACLIVITY DIGGIAM ..ot 10
1.7 Data FIOW DIagram .........cccecveieiiiiiieic e 11
1.8 AHACK IFEE.....e it 12

11.8.1  Attack trees with SAND Gate ........cccceoeiiririiiniineceseseee e 12
19 IMBEFICS .. e 13

[1.9.1  TIME MEIIIC .cvviiiiieiiceee e 14

[1.9.2 COSEIMELIIC. ...t 15

[1.9.3  Frequency MELHIC ......coviieiiee et 15
11110  Penelitian Terdahulu ... 15

BAB I1l.  METODOLOGI PENELITIAN ....c.cooiiiiiieee e 1
1.1 Model KONSEPLUAL .......cvoviiiiiiiiicieieee e 1
1.2 Sistematika PENeltian ..o 2

1.2 TahAP AWAL ..o 4

[11.2.2 Tahap HIPOTESIS. ...c..e i 4

[11.2.3 Tahap DESAIN.....cceoiiiiiiiiiieieieee e 4

[11.2.4  Tahap Pengujian dan Pengumpulan Data .............ccccoevevieiiiieninnnn, 4

[1.2.5  Tahap ANAliSIS......c.coiiiiiiiiie e 4

[11.2.6  Tahap Penyusunan Kesimpulan dan Saran ............cccceeevieiiieninnnn, 5
I11.3  Metode Pengumpulan Data ........ccccccveiieiiiiiiiiciie e 5
11.4  Metode Pengolahan Data............ccevveiiiiiiiiiie e 5
.5 Metode EVAIUAST .........c.ccviiiiiiiiiiieiccce e 5

BAB IV. DESAIN EKSPERIMEN DAN SKENARIO TESTING. ................... 6

viii



IV.1 Perencanaan dan Persiapan...........cccceouerererereneniseeeeeese e 6

IV L1 HAFAWANE ..o 6
V.12 SOFIWANE ... 6
IV.1.3  Platform EKSPerimen.........ccooeiiiiiiiiiiineceee e 9
IV.1.4  Daftar Alamat 1P ........cccoiiiiiiee s 10
IV.2  SKenario PENQUJIAN ........ccueieeiieieiee s eie st e et sae e 10
IV.2.1 Skenario Attack Tree Hackable 2 Secara Umum ............cccecvnnennes 10

IV.2.2 Skenario Perumusan Activity Diagram dan Data Flow Diagram
Berdasarkan Walkthrough.............cccooveiiiieie e 12

IV.3 Perumusan Activity Diagram Berdasarkan Walkthrough..................... 14
IV.3.1 Perumusan Activity Diagram Berdasarkan Walkthrough Satu ..... 14
IV.3.2 Perumusan Activity Diagram Berdasarkan Walkthrough Dua...... 17
IV.3.3 Perumusan Activity Diagram Berdasarkan Walkthrough Tiga..... 20

IV.3.4 Perumusan Activity Diagram Berdasarkan Walkthrough Empat.. 23

IV.4 Data Hasil Pengukuran Time Pada Eksperimen Walkthrough ............. 26
IV.4.1 Pengukuran Time Walkthrough Satu...........ccccceoiiininiiiiinine, 27
IV.4.2 Pengukuran Time Walkthrough Dua...........c.ccocecviviiiiiiiicciee 28
IV.4.3 Pengukuran Time Walkthrough Tiga ..........cccooveviiiiiiiciiccceee 29
IV.4.4  Pengukuran Time Walkthrough Empat ...........c.cccooeviiiiiicinenne 31

IV.5 Perumusan Data Flow Diagram Berdasarkan Walkthrough................ 32

IV.5.1 Perumusan Data Flow Diagram Berdasarkan Walkthrough Satu 32
IV.5.2 Perumusan Data Flow Diagram Berdasarkan Walkthrough Dua. 36
IV.5.3 Perumusan Data Flow Diagram Berdasarkan Walkthrough Tiga 40

IV.5.4 Perumusan Data Flow Diagram Berdasarkan Walkthrough Empat
44

BAB V. ANALISIS ..o 49



V.1  Penyusunan dan Analisis Attack Tree Pada Walkthrough Berdasarkan

Pendekatan SAND Gate.........ccocoiiriiiiiiieee e 49
V.1.1  Analisis Attack Tree Berdasarkan Walkthrough Satu................... 49
V.1.2  Analisis Attack Tree Berdasarkan Walkthrough Dua.................... 52
V.1.3  Analisis Attack Tree Berdasarkan Walkthrough Tiga................... 55
V.1.4  Analisis Attack Tree Berdasarkan Walkthrough Empat................ 58
V.1.5 Gabungan Attack Tree Berdasarkan Empat Walkthrough ............ 61

V.2  Analisis Pemeringkatan Berdasarkan Perbandingan Metrics............... 63

V.2.1 Analisis Pemeringkatan Berdasarkan Perbandingan Time Metric 64
V.2.2  Analisis Pemeringkatan Berdasarkan Perbandingan Cost Metric. 67

V.2.3 Analisis Pemeringkatan Berdasarkan Perbandingan Frequency
Metric 69

V.2.4  Analisis Pemeringkatan Berdasarkan Perhitungan Time Metric, Cost

Metric, dan Frequency MELIIC ........cccoveveiieie e 74

V.3 Hasil Penelitian..........cooooiiiiiiiee 77
BAB VI. KESIMPULAN DAN SARAN ..o 81
VL KESIMPUIAN.....cciiiiccce e 81
VL2 SAIAN ... 82
DAFTAR PUSTAKA Lttt 83
LAMPIRAN ... ettt e e nnneas 85



