DAFTAR ISl

LEMBAR PENGESAHAN ..ottt [
LEMBAR PERNYATAAN ORISINALITAS ..ot i
ABSTRAK e arra e i
AB ST RA T .. rra e iv
KATA PENGANTAR ..ottt Y
LEMBAR PERSEMBAHAN ......coiiieiceieise et Vi
DAFTAR GAMBAR ...ttt rae e nee e Xi
DAFTAR TABEL ...t Xiil
DAFTAR LAMPIRAN ...ttt et Xiv
DAFTAR SINGKATAN ..ottt XV
DAFTAR ISTILAH ..ot Xvii
BAB I. PENDAHULUAN L...oooi e 1
.1 Latar Belakang .......cccooveieiiiiiee e 1
1.2 Perumusan Masalah...........ccccooiiiiiiiiii e 2
.3 Tujuan Penelitian.........cccooeiviiiiicieee e 2
.4 Batasan Penelitian ...........ccoooveiiiiiiieiesie e 2
1.5  Manfaat Penelitian...........ccoooveiiiiiiee e 3
1.6 Sistematika Penelitian ..........ccocooeiiiiiiiiii e 3
BAB 1. TINJAUAN PUSTAKA ...ttt 6
ILL PendalUIUAN ........cooiiiie e 6
1.2 Keamanan KOMPULET .........ccouoiiiiiiieiiiee e 6
[1.2.1  Keamanan Sistem INfOrmasi .........ccovvvviiiiiniinieieiese e 6

1.3 SISEEM OPEIASI....ccvveiieeieciiecie ettt ste e sre e 8
[1.3.1 KA LINUX ¢ooiiiiiieieceeceee e 8
11.3.2  Vulnerable machine Metasploitable2.............cccccooeiiiiinininnnn 8

1.4 EKSPEIIMEN ...ooiiiiiiicie ettt ee et re e 9
IS5 WaIKINFrOUGN ..o 9
1.6 ACHIVILY dIAGIam ....ccueiiiiiiiieieciee e 10
1.7 Data flow diagram.........cccccoviiiiiiiiiiieiee e 11
1.8 ALACK TrBE. ..ot 12

vii



11.8.1  Attack trees with SAND Gate ......coooveeeeeeeeee, 12

LR T |V 1= 1 oSSR RTR 13
[1.9.1  TIME MELIIC covviiiiei e s 14
[1.9.2  COSEMELIIC ..cvviiiiiiie it 15
[1.9.3  FreqUeNCY MELIIC .....coiiiiiiieieieiese e 15

11.L10  Penelitian TerdanulU...........ccooovoiiiiiiiicc e 15

BAB IIl.  METODOLOGI PENELITIAN ....ccoiiiiiiiieceece s 21

L1 Model KONSEPLUAL ........coivveieiiiecieec e 21

1.2 Sistematika PEnelitian ..........ccovveiiiieiiee e 22
121 TahaP AWAL ... s 23
[11.2.2  Tahap HIPOESIS.....ccecviiieiiieie et 24
[11.2.3  Tahap DESAIN.......ccccieiiiieiieeie et 24
[11.2.4  Tahap Pengujian dan Pengumpulan Data ..........cccocevireninnninnne. 24
[11.2.5  Tahap ANAliSIS......ccoiiiiiiiieee s 24
[11.2.6  Tahap Penyusunan Kesimpulan dan Saran ............ccccccoeeeevveieennnne 24

[11.3  Metode Pengumpulan Data ...........ccccceevveieiieieeie e 25

1.4 Metode Pengolahan Data............ccoovviiieieiiieicsiseeeee e 25

LS Metode EVAlUAST ........coeeiieiiiieceee et 25

BAB IV. DESAIN EKSPERIMEN DAN SKENARIO TESTING.................. 26

IV.1 Perencanaan dan Persiapan...........cccoveiverieieesieeiieseeseeseseesveesee s 26
IV. L1 HANOWAIE ..o 26
IV.1.2  SOTIWAIE ..ot 26
IV.1.3  Platform EKSPerimen ..o 29
IV.1.4  Daftar Alamat IP .......cccooiviiiiieiceese s 29

V.2 SKenario PENQUJIAN.........cccciuiiieciece et 30
IV.2.1 Skenario Attack tree Metasploitable2 Secara Umum ................... 30
IV.2.2 Skenario Perumusan Activity diagram dan Data flow diagram
Berdasarkan Walkthrough..........c.cooveiiiiii e 32

IV.3 Perumusan Activity diagram Berdasarkan Walkthrough...................... 34
IV.3.1 Perumusan Activity diagram Berdasarkan Walkthrough Satu...... 34
IV.3.2 Perumusan Activity diagram Berdasarkan Walkthrough Dua....... 37
IV.3.3 Perumusan Activity diagram Berdasarkan Walkthrough Tiga...... 42

viii



IV.3.4 Perumusan Activity diagram Berdasarkan Walkthrough Empat... 46
IV.3.5 Perumusan Activity diagram Berdasarkan Walkthrough Lima.....51

IV.4 Data Hasil Pengukuran Time Pada Eksperimen Walkthrough............. 56
IV.4.1 Pengukuran Time Walkthrough Satu...........c.ccccoeviviiiiieiicieee 56
IV.4.2 Pengukuran Time Walkthrough Dua...........cccceviiinincicniiine, 57
IV.4.3 Pengukuran Time Walkthrough Tiga ........ccccoovviiininiiiiie 58
IV.4.4  Pengukuran Time Walkthrough Empat ...........cccccooevviviiicinene 59
IV.4.5 Pengukuran Time Walkthrough Lima.........c.ccccoooviviiviiiiicciene 61

IV.5 Perumusan Data flow diagram Berdasarkan Walkthrough.................. 62

IV.5.1 Perumusan Data flow diagram Berdasarkan Walkthrough Satu .. 62
IV.5.2 Perumusan Data flow diagram Berdasarkan Walkthrough Dua... 64
IV.5.3 Perumusan Data flow diagram Berdasarkan Walkthrough Tiga .. 67
IV.5.4 Perumusan Data flow diagram Berdasarkan Walkthrough Empat69
IV.5.5 Perumusan Data flow diagram Berdasarkan Walkthrough Lima. 73

BAB V.  ANALISIS ..o s 76
V.1 Penyusunan dan Analisis Attack tree pada Walkthrough Berdasarkan
pendekatan SAND GaALe ..........coooiiiiiiieieiee e 76

V.1.1  Analisis Attack tree Berdasarkan Walkthrough Satu..................... 76
V.1.2  Analisis Attack tree Berdasarkan Walkthrough Dua..................... 78
V.1.3  Analisis Attack tree Berdasarkan Walkthrough Tiga.................... 81
V.1.4  Analisis Attack tree Berdasarkan Walkthrough Empat................. 83
V.1.5  Analisis Attack tree Berdasarkan Walkthrough Lima................... 86
VV.1.6  Gabungan Attack tree Berdasarkan Lima Walkthrough................ 89
V.2  Analisis Pemeringkatan Berdasarkan Perbandingan Metrics............... 91

V.2.1  Analisis Pemeringkatan Berdasarkan Perbandingan Time metric 92
V.2.2  Analisis Pemeringkatan Berdasarkan Perbandingan Cost metric. 95
V.2.3 Analisis Pemeringkatan Berdasarkan Perbandingan Frequency
metric 97

V.24  Analisis Pemeringkatan Berdasarkan Perhitungan Time metric dan

(000 11111 8 To TR 101
V.3 HASH AKNIT oo 104
BAB VI. KESIMPULAN DAN SARAN ... 108



VL KeSIMPUIAN......oiiiiie s
VL2 SAIAN e
DAFTAR PUSTAKA ...

LAMPIRAN



