DAFTAR GAMBAR

Gambar 3.1 Gambaran SistemM SAat INi......eeeciiiiieiiiie et ees 6
Gambar 3.2 PeranCangan SiSTEM . ....uuiiiiiiiieeiiiiee ettt et e et e e e e e e s bbee e s sabeeeesnbeeessnseeesenarenas 7
Gambar 4.1 SKeNario PENGUJIAN .........cii ittt e e e e rtre e e e etre e e eeaba e e e eenbeee e ennteeeeennraeas 11
Gambar 4.2 Mengunduh Malware WebC2-AiV..........cceocuiiiiiciiee ettt e e e e 12
Gambar 4.3 Overview MalWware WeBC2-0iV ...........ccccueiuiiiieeiiiieiieeesee ettt 13
Gambar 4.4 HexDump nilai encry malware Webc2-diV .........ccueiieiiiiiiiiiee e 14
Gambar 4.5 Memulai Scanning KOde SHA256 ..........ooeiiiiiieiceiee ettt eettee e eetee e e e eree e e saaae e e eenraeas 15
Gambar 4.6 Hasil Scanning pada malware Webc2-div...........ccovviiiiiiiiciiiic e 15
Gambar 4.7 Perbandingan dengan Aplikasi Googlechrome.dmg.........cccoceeieeiieiicciei e, 17
Gambar 4.8 Data library yang diCUriZai .......ccccueiiiiiiie ettt ettt e e earae e e 18
Gambar 4.9 Taktik dan Teknik PENYEraNZan ........ccccueieiiiiieiiiiiie ettt eeeee e esee e s e e e eree e e e 18
Gambar 4.10 AKEIVITAS MAIWEAIE .......ccueeiieieciiecee ettt see st e e sate e sbe e esaaeesateesseeesnreeen 22
Gambar 4.11 Change PowerShell Policies to an Insecure Level ........ccoocveiieeiieiecciee e, 23
Gambar 4.12 Change PowerShell Policies to an Insecure Level - PowerShell.........ccccevcieeiiiiieneennen. 24
Gambar 4.13 Suspicious Get-WMIODJECE .....ccuiiiiiiiie ettt et tee e e et e e e earae e e eareeas 25
Gambar 4.14 Creation of an Executable by an Executable..........ccccvviiiiiie e 26

Vi




