DAFTAR TABEL

Tabel H-1 Penelitian 1 .......cooooiiiiiieiieeeee e 5
Tabel 11-2 PENEITIAN 2 ....c..ooiecieee e 6
Tabel T-3 PeNelItIan 3 .......ooiiiieeee e e 8
Tabel -4 PENEIITIAN 4 .......ooe e 9
Tabel H-5Penelitian 5 .....c.cooiiieiieee e 10
Tabel 11-6 PENEIITIAN 6 .....c.eoviiieiieee e e 11
Tabel -7 PENEIITIAN 7 ....ocveee et 12
Tabel 111-1 Tabel Alat dan Bahan ... 23
Tabel 111-2 Jadwal Pelaksanaan ............ccccooveeiieieiiie e 28
Tabel 111-3 Skenario Pengujian WROIS ..........cccooiiiiiiininieeeee s 30
Tabel 111-4 Skenario Pengujian DNS LOOKUP .....cccvevvviieiiiieiienieeie e 31
Tabel 111-5 Skenario Pengujian ZAP .........cccoiiieieiie e 32
Tabel 111-6 Skenario Pengujian Nmap ........cccceoieieiieiie i 33
Tabel 111-7 Broken Access Control IDOR.........ccooviviiiinininieeene e 33
Tabel 111-8 Broken Access Control Brute FOrce..........ccoovvvvninnenene e 34
Tabel 111-9 Cryptographyc Failures Brute FOrCe ..........ccoovevviieieeieic e, 35
Tabel 111-10 Cryptographic Failures MITM .........ccccooiiiiieiiiie e 36
Tabel 111-11 Injection XSS INJECHION .....ccoivviiiiieece e 37
Tabel 111-12 Injection EKSploitasi XSS.........cccoieiviiiiicieee e 38
Tabel 111-13 Insecure Design ClickJacking .........ccccevvvvievieiiiiese e 38
Tabel 111-14 Security Misconfiguration Bug Hunter ...........c.ccccoovveveicveccieenee, 39
Tabel 111-15 Security Misconfiguration SQL Map.........ccccevevieieeieiie v, 40
Tabel 111-16 Vulnerable and Outdated Components Extentions ................c....... 40
Tabel 111-17 Vulnerable and Outdated Components Inspect Element................. 41
Tabel 111-18 Identification and Authentication Failures Brute Force................... 41
Tabel 111-19 Software and Data Integrity Failures Inspect Element.................... 42
Tabel 111-20 Security Logging and Monitoring Failures Brute Force.................. 43
Tabel 111-21 Server-Side Request Forgery Burp SUIte .........ccoovveveiiiencicnee, 43
Tabel 111-22 Server-Side Request Forgery SSRF Map........cccoovveveninenennnnnn. 44
Tabel 1V-1 Tabel Hasil WawanCara............cccceveereerienieeiiene e esee e 45
Tabel 1V-2 Summary Broken Access Control .........cccccvvveveiieieeie e 61
Tabel V-3 Summary Cryptographic Failures............cccoovvininienenc e 65
Tabel 1V-4 SUMMary INJECTION .........coviiiiiiiieee s 68
Tabel 1V-5 Summary INSECUre deSIgN......ccciveiiieiie i 70
Tabel 1V-6 Summary Security Misconfiguration ...........cccccccevveivieiiiesieesieeieens 71
Tabel 1V-7 Summary Vulnerable and Outdated Components ............c.ccceevvveneene 73
Tabel 1V-8 Summary Identification and Authentication Failures..............c......... 77
Tabel 1V-9 Summary Software and Data Integrity Failures .............cccccoveiieinnns 78
Tabel 1V-10 Summary Security Logging and Monitoring Failures.................... 79
Tabel 1V-11 Summary Server-Side Request Forgery (SSRF) ......ccccoeevieiiennnnne. 81
Tabel 1V-12 Tabel analisis Kerentanan.............ccccooceieiinnieie e 82

xiii



Tabel 1VV-13 Tabel rekomendasi perbaikan

Xiv



