
xviii  

  

DAFTAR TABEL 

Tabel II.1 Penelitian Terdahulu ............................................................................. 9 

Tabel IV.1 Spesifikasi Perangkat Keras .............................................................. 19 

Tabel IV.2 Spesifikasi Perangkat Lunak .............................................................. 21 

Tabel IV.3 Kelompok Pengujian ......................................................................... 25 

Tabel IV.4 Penjelasan Parameter Penyerangan Nmap - Zenmap GUI Profile 

Intense Scan ........................................................................................................ 61 

Tabel IV.5 Hasil Pengujian Port Scanning Menggunakan Nmap - Zenmap GUI 

Profile Intense Scan............................................................................................. 62 

Tabel IV.6 Penjelasan Parameter Penyerangan Nmap - Zenmap GUI Profile 

Intense Scan plus UDP ........................................................................................ 63 

Tabel IV.7 Hasil Pengujian Port Scanning Menggunakan Nmap - Zenmap GUI 

Profile Intense Scan plus UDP............................................................................ 64 

Tabel IV.8 Penjelasan Parameter Penyerangan Nmap - Zenmap GUI Profile 

Intense Scan, All TCP Ports ................................................................................ 65 

Tabel IV.9 Hasil Pengujian Port Scanning Menggunakan Nmap - Zenmap GUI 

Profile Intense Scan All TCP Ports ..................................................................... 66 

Tabel IV.10 Penjelasan Parameter Penyerangan Hydra ...................................... 67 

Tabel IV.11 Hasil Pengujian Brute Force Menggunakan Hydra ......................... 68 

Tabel IV.12 Penjelasan Parameter Penyerangan Brutespray ............................... 68 

Tabel IV.13 Hasil Pengujian Brute Force Menggunakan Brutespray ................. 69 

Tabel IV.14 Penjelasan Parameter Penyerangan Medusa .................................... 70 

Tabel IV.15 Hasil Pengujian Brute Force Menggunakan Medusa ...................... 71 

Tabel IV.16 Penjelasan Parameter Penyerangan Hping 3 ................................... 72 

Tabel IV.17 Hasil Hasil Pengujian Pengujian DDoS Hping 3 ............................ 73 

Tabel IV.18 Penjelasan Parameter Penyerangan LOIC ....................................... 74 

Tabel IV.19 Hasil Pengujian Pengujian DDoS LOIC .......................................... 75 

Tabel IV.20 Penjelasan Parameter Penyerangan Slowloris ................................. 76 

Tabel IV.21 Hasil Pengujian Pengujian DDoS Slowloris .................................... 76 

Tabel V.1 Konfigurasi Indikator Aturan Deteksi Port Scanning Elastic Security

 ............................................................................................................................. 78 



xix  

  

Tabel V.2 Konfigurasi Indikator Aturan Deteksi brute force Elastic Security .... 80 

Tabel V.3 Konfigurasi Indikator Aturan Deteksi DDoS Elastic Security ............ 82 

Tabel V.4 Deskripsi Field Output Elastic Security ............................................ 103 

Tabel V.5 Hasil Output Serangan Nmap - Zenmap GUI Profile Intense Scan .. 105 

Tabel V.6 Hasil Output Serangan Nmap - Zenmap GUI Profile Intense Scan plus 

UDP .................................................................................................................. 107 

Tabel V.7 Hasil Output Serangan Nmap - Zenmap GUI Profile Intense Scan plus 

UDP .................................................................................................................. 108 

Tabel V.8 Hasil Output Serangan Hydra ........................................................... 109 

Tabel V.9 Hasil Output Serangan Brutespray .................................................... 111 

Tabel V.10 Hasil Output Serangan Medusa ....................................................... 112 

Tabel V.11 Hasil Output Serangan Hping 3 ...................................................... 114 

Tabel V.12 Hasil Output Serangan LOIC .......................................................... 115 

Tabel V.13 Hasil Output Serangan Slowloris .................................................... 117 

Tabel V.14 Analisis Fungsi Kontrol Output Serangan Nmap - Zenmap GUI Profile 

Intense Scan ...................................................................................................... 120 

Tabel V.15 Analisis Fungsi Kontrol Output Serangan Nmap - Zenmap GUI Profile 

Intense Scan Plus UDP ..................................................................................... 122 

Tabel V.16 Analisis Fungsi Kontrol Output Serangan Nmap - Zenmap GUI Profile 

Intense Scan, All TCP Ports .............................................................................. 123 

Tabel V.17 Analisis Fungsi Kontrol Output Serangan Hydra ............................ 125 

Tabel V.18 Analisis Fungsi Kontrol Output Serangan Brutespray .................... 127 

Tabel V.19 Hasil Perbandingan Metrik Response Time ..................................... 134 

Tabel V.20 Hasil Perbandingan Metrik Risk...................................................... 136 

Tabel V.21 Hasil Perbandingan Metrik Coverage Completeness ...................... 137 

   


