Telkom University 2024 School of Computing

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

BIBLIOGRAPHY

S.-L. Peng, S. Pal, and L. Huang, Intelligent Systems Reference Library 174
Principles of Internet of Things (IoT) Ecosystem: Insight Paradigm. 2020.

M. Frei, J. Kwon, S. Tabaeiaghdaei, M. Wyss, C. Lenzen, and A. Perrig, “G-SINC:
Global Synchronization Infrastructure for Network Clocks,” Proc. IEEE Symp.
Reliab. Distrib. Syst., vol. 2022-Septe, pp. 133-145, 2022, doi:
10.1109/SRDS55811.2022.00021.

W. Dong and X. Liu, “Robust and secure time-synchronization against Sybil attacks
for sensor networks,” IEEE Trans. Ind. Informatics, vol. 11, no. 6, pp. 1482—-1491,
2015, doi: 10.1109/TI1.2015.2495147.

M. Xue, “Evaluation of a Consensus-based Protocol for Clock Synchronization in
Wireless Sensor Network,” no. 661541223, pp. 1—-10, 2017, [Online]. Available:
github.com/bondxue/Time-Sync-Protocol-for-Distributed-System, 2017.

F. Dang, X. K. Sun, K. Bin Liu, Y. F. Xu, and Y. H. Liu, “A Survey on Clock
Synchronization in the Industrial Internet,” J. Comput. Sci. Technol., vol. 38, no.
1, pp. 146—165, 2023, doi: 10.1007/511390-023-2908-4.

F. Sivrikaya and B. Yener, “Time synchronization in sensor networks: A survey,”
IEEE Netw., vol. 18, no. 4, pp. 45—50, 2004, doi: 10.1109/MNET.2004.1316761.

P. Ferrari et al., “Evaluation of the impact on industrial applications of NTP Used
by IoT devices,” 2020 IEEE Int. Work. Metrol. Ind. 4.0 IoT, MetroInd 4.0 IoT
2020 - Proc., pp- 223-228, 2020, doi:
10.1109/MetroInd4.010T48571.2020.9138290.

J. Elson, L. Girod, and D. Estrin, “Fine-grained network time synchronization
using reference broadcasts,” Oper. Syst. Rev., vol. 36, no. Special Issue, pp. 147—
163, 2002, doi: 10.1145/844128.844143.

S. Ganeriwal, R. Kumar, and M. B. Srivastava, “Timing-sync Protocol for Sensor
Networks,” Proc. 1st Int. Conf. Embed. networked Sens. Syst. (SenSys '03), pp.
138-149, 2003, [Online]. Available:
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.58.3367&rep=rep1&ty
pe=pdf.

L. Schenato and F. Fiorentin, “Average TimeSynch: A consensus-based protocol for
clock synchronization in wireless sensor networks,” Automatica, vol. 47, no. 9, pp.
1878-1886, 2011, doi: 10.1016/j.automatica.2011.06.012.

J. He, P. Cheng, L. Shi, and J. Chen, “Time Synchronization in WSNs: A Maximum
Value Based Consensus Approach,” IEEE Trans. Autom. Control Eur. Control
Conf., vol. 12, no. 15, pp. 7882—7887, 2011, doi: 10.1109/TAC.2013.2286893.

S. K. Jha, A. Gupta, and N. Panigrahi, “Security Threat Analysis and
Countermeasures on Consensus-Based Time Synchronization Algorithms for
Wireless Sensor Network,” SN Comput. Sci., vol. 2, no. 5, pp. 1-12, 2021, doi:
10.1007/842979-021-00796-1.

J. He, P. Cheng, L. Shi, and J. Chen, “SATS: Secure average-consensus-based time
synchronization in wireless sensor networks,” IEEE Trans. Signal Process., vol. 61,

72



Telkom University 2024 School of Computing

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

no. 24, pp. 6387-6400, 2013, doi: 10.1109/TSP.2013.2286102.

Y. Wu and X. He, “Finite-Time Consensus-Based Clock Synchronization under
Deception Attacks,” IEEE Access, vol. 8, pp. 110748-110758, 2020, doi:
10.1109/ACCESS.2020.3002577.

J. He, J. Chen, P. Cheng, and X. Cao, “Secure time synchronization in
wirelesssensor networks: A maximum consensus-based approach,” IEEE Trans.
Parallel Distrib. Syst., vol. 25, no. 4, pp. 1055-1065, 2014, doi:
10.1109/TPDS.2013.150.

Z. Wang, P. Zeng, L. Kong, D. Li, and X. Jin, “Node-identification-based secure
time synchronization in industrial wireless sensor networks,” Sensors
(Switzerland), vol. 18, no. 8, 2018, doi: 10.3390/s18082718.

D. J. Huang, W. C. Teng, C. Y. Wang, H. Y. Huang, and J. M. Hellerstein, “Clock
skew based node identification in wireless sensor networks,” GLOBECOM - IEEE
Glob. Telecommun. Conf., no. December, pp. 1877-1881, 2008, doi:
10.1109/GLOCOM.2008.ECP.363.

M. K. Maggs, S. G. O’Keefe, and D. V. Thiel, “Consensus clock synchronization for
wireless sensor networks,” IEEE Sens. J., vol. 12, no. 6, pp. 2269—2277, 2012, doi:
10.1109/JSEN.2011.2182045.

M. Kriegleder, R. Oung, and R. D’Andrea, “Asynchronous implementation of a
distributed average consensus algorithm,” IEEE Int. Conf. Intell. Robot. Syst., pp.
1836—1841, 2013, doi: 10.1109/IR0S.2013.6696598.

A. S. M. Isira, “Consensus Control of a Class Of Nonlinear Systems,” University of
Manchester, 2016.

K. A. Fajrin, B. Erfianto, and H. H. Nuha, “Analysis of Clock Synchronization with
Different Topology in Wireless Sensor Network (WSN),” Int. Conf. ICT Converg.,
vol. 2023-Augus, pp. 557—562, 2023, doi: 10.1109/ICoICT58202.2023.10262685.

F. Mkacher, “Optimization of Time Synchronization Techniques on Computer
Networks Faten Mkacher To cite this version : HAL Id : tel-02988168 Optimization
of Time Synchronization Techniques on Computer Networks,” 2020.

B. Tibor, “Time synchronization in IoT lighting control,” Master Thesis Dep. Math.
Comput. Sci. Syst. Archit. Netw. Res. Gr., 2017, [Online]. Available:
file:///Users/kemal/Downloads/Backup Drive Kampus/Main
Thesis/6LowPAN/Time_synchronisation_in_IoT_lighting control_Tibor_Beke.
pdf.

X. Huan, K. S. Kim, and J. Zhang, “NISA: Node Identification and Spoofing Attack
Detection Based on Clock Features and Radio Information for Wireless Sensor
Networks,” IEEE Trans. Commun., vol. 69, no. 7, pp. 4691—4703, 2021, doi:
10.1109/TCOMM.2021.3071448.

C. Benzaid, A. Saiah, and N. Badache, “Secure pairwise broadcast time
synchronization in wireless sensor networks,” 2011 Int. Conf. Distrib. Comput.
Sens. Syst. Work. DCOSS’11, 2011, doi: 10.1109/DCOSS.2011.5982217.

M. Maréti, B. Kusy, G. Simon, and A. Lédeczi, “The flooding time synchronization
protocol,” SenSys’o4 - Proc. Second Int. Conf. Embed. Networked Sens. Syst., pp.

73



Telkom University 2024 School of Computing

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

39—49, 2004, doi: 10.1145/1031495.1031501.

Y. Wu, M. Xu, N. Zheng, and X. He, “Attack tolerant finite-time consensus for
multi-agent networks,” IEEE Int. Conf. Control Autom. ICCA, pp. 1010—1014,
2017, doi: 10.1109/ICCA.2017.8003199.

G. Werner-Challen, G. Tewari, A. Patel, M. Welsh, and R. Nagpal, “Firefly-Inspired
Sensor Network Synchronicity with Realistic Radio Effects Categories and Subject
Descriptors,” 3rd Int. Conf. Embed. networked Sens. Syst., pp. 142—153, 2005.

J. He, P. Cheng, L. Shi, J. Chen, and Y. Sun, “Time synchronization in WSNs: A
maximum-value-based consensus approach,” IEEE Trans. Automat. Contr., vol.
59, no. 3, pp. 660—675, 2014, doi: 10.1109/TAC.2013.2286893.

R. Olfati-Saber and R. M. Murray, “Consensus problems in networks of agents with
switching topology and time-delays,” IEEE Trans. Automat. Contr., vol. 49, no. 9,
Pp. 1520—1533, 2004, doi: 10.1109/TAC.2004.834113.

J. A. Fax and R. M. Murray, “Information flow and cooperative control of vehicle
formations,” IEEE Trans. Automat. Contr., vol. 49, no. 9, pp. 1465—1476, 2004,
doi: 10.1109/TAC.2004.834433.

W. Ren and R. W. Beard, “Consensus seeking in multiagent systems under
dynamically changing interaction topologies,” IEEE Trans. Automat. Contr., vol.
50, no. 5, pp. 655—661, 2005, doi: 10.1109/TAC.2005.846556.

L. Moreau, “Stability of multiagent systems with time-dependent communication
links,” IEEE Trans. Automat. Contr., vol. 50, no. 2, pp. 169—182, 2005, doi:
10.1109/TAC.2004.841888.

Y. Niu, T. Yang, Y. Hou, S. Cai, P. Yan, and W. Li, “Consensus tracking-based clock
synchronization for the Internet of Things,” Soft Comput., vol. 26, no. 13, pp. 6415—
6428, 2022, doi: 10.1007/500500-022-07165-X.

N. E. Fard and R. R. Selmic, “Consensus of Multi-agent Reinforcement Learning
Systems: The Effect of Immediate Rewards,” J. Robot. Control, vol. 3, no. 2, pp.
115—127, 2022, doi: 10.18196/jrc.v3i2.13082.

N. Panigrahi, “Consensus-based Time Synchronization Algorithms for Wireless
Sensor Networks with Topological Optimization Strategies for Performance
Improvement,” 2016, [Online]. Available:
file:///Users/kemal/Downloads/Consensus-based Time Synchronization
Algorithms for Wireless Sensor Networks with Topological Optimization Strategies
for Performance Improvement .pdf.

C. Zhao, J. He, P. Cheng, and J. Chen, “Secure consensus against message
manipulation attacks in synchronous networks,” IFAC Proc. Vol., vol. 19, pp. 1182—
1187, 2014, doi: 10.3182/20140824-6-za-1003.02753.

L. M. He, “Time synchronization based on spanning tree for wireless sensor
networks,” 2008 Int. Conf. Wirel. Commun. Netw. Mob. Comput. WiCOM 2008,
Pp- 4—7, 2008, doi: 10.1109/WiCom.2008.846.

74



