DAFTAR ISl

ABSTRAK s i
ABSTRACT .t 1\
LEMBAR PENGESAHAN ... %
LEMBAR PERNYATAAN ORISINALITAS ... Vi
Kata PENGANTAT ..o I
DATTAN IST.....eieeeeiee e i
Daftar GAMDAT..........ciiiiieee e %
Daftar TADEL ... s vii
Daftar LaAmMPITAN ......ccviieieieieere e viii
Daftar SIMDOL ..o IX
DaAftar IStHAN. ..o X
Bab | PENDAHULUAN ..ot 1
.1 Latar BelaKang .......cccoeiieiieiecc e 1
1.2 Perumusan Masalah...........ccoooiiiiiiiic e 2
.3 Tujuan PenlItian........c.ccveiieiiiiie e 2
[.4  Batasan Penelitian ... 2
1.5 Manfaat Penelitian...........cccoiiiiiiiiiiise e 2
Bab 11 TINJAUAN PUSTAKA ...ttt 4
I 1 T USSR 4
1.2 Cyber TRFEAL.......ciiiiiiiee et 4
1.3 SQL INJECTION ...t 4
1.4 GraphQL...c.o i 4
1.5 Damn Vulnerable GraphQL Application (DVGA) .......cccevrviiiinennnnn. 5
1.6 LOG INJECTION. ....eiiiiiiiieee e 5
L A oo To) 110 To [OOSR 5



1.8 Command INJECTION .....cviiiiiiiiieeeeee e 5

119 APIKAST WED ... 6
1110 EKSPIOIASI. ....veiiieiieiieieiect e 6
IL11 MELrTK TIME. it 6
1112 ALACK TrEE ..o 6
11.L13  Penelitian Terdahulu ..o 7
Bab 111 Metodologi Penelitian............cccooveiiiiiiieiecc e 9
L1 Model KONSEPLUAL ........ccvveiiieieiie e 9
1.2 Sistematika Penyelesaian Masalah.............c.ccoccoovveiiiiiiiccc i, 9
[1.2.1 Tahap AWal ..o 10
[11.2.2  Tahap HIPOESIS.....cceciiiieiieeie et 11
[11.2.3  Tahap DESAIN.......cccceeieiieiicie e 11
[11.2.4  Tahap PENQUJIAN........coiiiiiiieeece s 11
[11.2.5  Tahap ANAliSIS......ccoiiiiiiiiiee s 12
[11.2.6  Tahap AKNIT ..o 12
1.3 Pengumpulan Data .........cccooiiiiiiiiieiee s 12
1.4 Pengolahan Data..........cccooeiiiiiiiiiieee s 12
.5 Metode EVAIUAST .......cccoiviiiiiiiicceeee s 13
Bab IV EKSPERIMEN DAN DATA ..ot 14
IV.1  SKenario PErcobaan ...........cocooviiiiiiiiiiieics s 16
IV.1.1 Skenario Eksperimen Command Injection............ccccoccvevveiieiinnnne 17
IV.1.2 Skenario Eksperimen Log INJECtION.........c.ccvvevieiiiiiieciiecie i, 19
IV.1.3 Skenario Eksperimen Spoof INJection ..........ccccccceevviiieiiieiiieciinn, 22
IV.2  Implementasi EKSPErimMEN ........ccocoovviiiiiiiiiii e 24
IV.2.1 Implementasi Eksperimen Command Injection .............ccccceeenne 24
IV.2.2 Implementasi Eksperimen Log Injection ..........ccccoccvvveveiiieinenns 27



IV.2.3 Implementasi Eksperimen Spoof Injection...........ccccceoeveninvnnne. 29

V.3 Data EKSPEITMEN ......oviiiiiiiiieiieeeee s 32
Bab V' ANALISA e 36
V.1 Analisa EKSPIOIAST .........ccoiiiiiiiicicec s 36

V.1.1  Analisa Eksploitasi Command Injection Berdasarkan Data Flow

Diagram36

V.1.2  Analisa Eksploitasi Log Injection Berdasarkan Data Flow Diagram
38

V.1.3  Analisa Eksploitasi Spoof Injection Berdasarkan Data Flow

Diagram41
V.2 PenguKUran WakEU .........cccooiiiiiniiieiesie e 44
V.2.1  Pengukuran Waktu Eksploitasi Command Injection..................... 45
V.2.2  Pengukuran Waktu Eksploitasi Log Injection.............ccccceevveruenee. 46
V.2.3  Pengukuran Waktu Eksploitasi Spoof Injection..............cccceeneeee. 47
V.3  Penyusunan Attack Tree .......ccoeiuiiiieieeiecie e 48
V.3.1 Penyusunan Attack Tree Eksploitasi Command Injection ............ 49
V.3.2 Penyusunan Attack Tree Eksploitasi Log Injection....................... 53
V.3.3  Penyusunan Attack Tree Eksploitasi Spoof Injection.................... 57
V.4  Attack Tree Eksploitasi Injection Pada GraphQL ............cccceoveiennnne. 61
Bab VI Kesimpulan dan Saran ..o 66
VIEL  KESIMPUIAN ...t s 66
VL2 SAIAN .o 67
Bab VI Daftar PUSTAKA..........cccoiiiiriiiiiieieieie s 68



