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Abstract 

Malware, short for malicious software, is software or code specifically designed to damage, disrupt 

computer systems, or gain unauthorized access to sensitive information. Based on type 

classification, one of the well-known types of malware is ransomware. Usually, ransomware will 

encrypt the files on a computer system and then demand a ransom from the owner of the computer 

system so that the owner can regain access to the encrypted files. Sometimes in some cases, 

ransomware is able to delete files without input from the computer system owner. This research only 

uses dynamic analysis approach on the analysis process of three ransomware samples that are known 

for successfully causing losses to many computer systems throughout the world, namely WannaCry, 

Locky, and Jigsaw. It utilizes Process Monitor and x64dbg to track the processes carried out by the 

ransomwares. The purpose of this research is to determine which of the three samples has the highest 

to lowest damage level using metrics that are based on deletion attack structure and cryptographic 

attack structure. The findings of this research indicate that WannaCry has the highest damage level 

followed by Locky and then Jigsaw. 
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I. INTRODUCTION 

ver the past few years, the development of the internet usage has grown drastically. It has affected the 

way people communicate, money transaction, and also business marketing. All of those sectors are now 

tied to internet connection to stay relevant [1]. Other than the positive side of internet development, there is also 

the negative side. People became more creative on building powerful malwares that can target the victim’s 

machine and take control over it remotely. This occurrence made malware attacks more common than before 

[2], [3], [4]. 

The goal of malware attacks has expanded to achieve something much more profitable in this modern world, 

such as money, intelligence, and power [5]. One of malware variants known as ransomware can encrypt victims' 

files and demand a ransom for their release. This type of malware has had a significant financial impact across 

various sectors, including healthcare, education, and government. Therefore, an optimal method is needed to 
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