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F. Impact Analysis based on Damage Level Category 

Currently, we have classified Jigsaw, Locky, and WannaCry as CAT6, CAT7, and CAT8 ransomware, 

respectively. The subsequent phase of this research involves analyzing the impacts of each ransomware sample's 

damage level category on the victims of the ransomware attacks. 

According to the damage level categorization framework, it is possible for victims to recover data affected 

by both the deletion and cryptographic attacks of a ransomware incident. Data lost due to the deletion attack 

structure can potentially be retrieved using third-party recovery tools. However, recovering data compromised 

by a cryptographic attack typically requires obtaining the decryption key. This can be achieved either by paying 

the ransom or by exploiting the decryption key generation that occurs on the host machine. Recovery is feasible 

for ransomware that generates encryption keys locally rather than via the attacker’s Command & Control (C&C) 

instructions. Consequently, it is possible to recover the decryption keys for Jigsaw and WannaCry, as both 

ransomware samples were able to encrypt files without network connectivity. In contrast, recovery is impossible 

for Locky, as it does not generate encryption keys locally. 

V. CONCLUSION 

From the results of our analysis using tools such as Process Monitor and x64dbg, along with the categorization 

framework for ransomware attack damage levels, we have derived several key insights. The use of Process 

Monitor and x64dbg significantly enhances our understanding of ransomware behavior by providing deep 

insights into system activities during infection. These tools enable us to track the interactions of ransomware 

with the operating system, registry, and other processes.  

The categorization framework we employed allows us to classify the damage levels of ransomware attacks 

based on both deletion attack structures and cryptographic attack structures. This framework facilitates a 

detailed understanding of the behavioral patterns and impacts of ransomware. Our analysis identified the 

damage levels of attacks from three ransomware samples: CAT8 for WannaCry, CAT7 for Locky, and CAT6 

for Jigsaw. These ransomware attacks involve file deletion, file overwriting, volume shadow copy deletion, file 

encryption, local key generation, and potential communication with Command and Control (C2) servers.  

Dynamic analysis for damage level categorization of ransomware attacks using this framework, with the aid 

of Process Monitor and x64dbg, has proven to be effective enough to yield accurate results with low resource 

requirements. However, it is important to note that Process Monitor and x64dbg were unable to detect the 

deletion of volume shadow copies for two out of the three ransomware samples. Future work should focus on 

developing new tools and methods such as using both static and dynamic analysis approach to more effectively 

track volume shadow copy deletion. We believe that the dynamic analysis approach, using the framework we 

applied, demonstrates significant effectiveness in categorizing the damage levels of ransomware attacks and 

analyzing the impacts of the attacks. 

DATA AND COMPUTER PROGRAM AVAILABILITY 

Data and program used in this paper can be accessed in the following site: 

https://github.com/kh4sh3i/Ransomware-Samples. 
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