DAFTAR ISI

ABSTRAK ..ottt ettt 1
ADSIFACT ..ottt ettt ettt et e et e et e s e s e e at e et e e teeteeneeneas il
LEMBAR PENGESAHAN ...c.ooiiiiiiiieeeeeeet et il
LEMBAR PERNYATAAN ORISINALITAS ...cccooiiiiiiiieieieeneneseecee v
KATA PENGANTAR ..ottt A%
DAEAT IST. ettt vi
Daftar GAMDAT..........ccooiiiiiiiiiii et ix
Daftar Tabel .....c..cooviiiiiiiiiiic et X
Daftar LampPiran .......cceeoueeiieieieiesee ettt xi
Daftar IStilah.......ccocoiiiiiiiiic e Xii
Bab 1  Pendahuluan ..........ccccocooiiiiiiiiiiiiiiccce e 1
L1 Latar Belakang ........ccccoocieciieoiiiiieciecieeeeee ettt 1
[.2  Perumusan Masalah............cocecininiiiiiniiiiicccecee e 4
I3 Tujuan Penelitian...........ccoooieiieiiiiiieiieeeeeeeee e 4
[4  Batasan Penelitian ...........cocooevininiiniiniiiiiiiiinneccceeecen 5
L5  Manfaat Penelitian.........c.cocooveviniiniiiiiniiiiiininiicreeccceeeeeeee e 5
.6 Sistematika Penulisan..........ccccoceviniiiininiiininiicccecceecee 6
Bab Il  Tinjauan Pustaka ...........cccceeieriieiiieiieceeecciecee et 8
IL1T  Teori REIEVAN ....cccuiriiiiiiiiiiiiiiieceeceeeeee e 8
IL.L1.1  Teknologi INfOormasi.......ccccceerierieeiiieiieieieee e 8
ILT.2 RISIKO ceiiiiiiicitciccccc et 8
II.1.3  Manajemen Risiko Teknologi Informasi ..........ccccceeeeviinienciiencnnen. 9
11.1.4  Framework ISO/IEC 27005:2022 .....cccoveririniniieieieeeeeieeeeeeene 9
IL1.5S  Framework ISO/TEC 27001:2022 ......ccevieviiiiiienienieieneeeeieeene 13

vi



I1.1.6  Framework COBIT 2019 ......ccoooiviiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeane 13

I1.1.7  Domain COBIT 2019 .....c.coiiiiiiiiiiiirieeeeeeeeee e 14
I1.1.8  Risk Profile COBIT 2019.......cccooiniiniiiiiiiiinininenecceeeeeiee 16

I1.2  Penelitian Terdahulu...........ccoooiiiiininiiiiiiceceeec 17
II.3  Alasan Pemilihan Teori, Kerangka Kerja, atau Mekanisme................... 21
BabIIl  Metodologi Penelitian..........ccoecueeiieiieiieiieeieeeeeeeeee e 24
1.1 Model KonSeptual.........ccoecveeeiieiieiieiiieiieieesieesieesee e eeee e 24
1.2 Sistematika Penyelesaian Masalah ............cccccoeviriieiiiiiinieeee, 25
1.3 Pengumpulan Data...........ccceeeveeiiiciieiieieceeceeeeeee e 26
1.4 Pengolahan Data ..........ccoooiiiiiiiiie e 27
1.5 Metode Evaluasi ......coeveiuiriniiniiniiiiiiicineneeencceceeeee e 28
1.6 Alasan Pemilihan Metode..........ccccveiiininininincniiieicieecccneeen 28
1.7 Rencana Jadwal Kegiatan .............cccoeevieviieviienienienie e 30
Bab IV PENGUMPULAN DATA ..ottt 32
V.1 Ruanng Lingkup Aset Teknologi informasi ..........cceceveevienereeniennenne 32
v.2 Penetapan Konteks Objek Penelitian..........ccccooeeveieiieiiniiecieeee, 33
IV.2.1  Profil Perusahaan ..........ccccoceivinieniiiiiiiniiincncccceeeeeeeeee 33
IV.2.2  Visi dan Misi Perusahaan.............ccccoeeveviiviniininininincncincee, 33
IV.2.3  Struktur OTganiSas .....ceeeeeeerieerieeiieiienieeeteete e eee e eseee e e 34
V.3 ANalisis Data........cocoviiiiiiiiiiee e 35
IV.3.1 RISk CAIEQOTY ..ottt 35
IV.3.2 Kiriteria Perhitungan Risiko........cccccoeiieiiiiiiiiiiee e 36
IV.3.3  Risk ASSESSMENL ..........cc.occuiviiiiiiiniiiiiiiiiieeceeeeeeeeee e 41
Bab V. PENGOLAHAN DATA. ..ottt 66
VoI RiSK TFOAIMENL ...ttt 66
V.2 Penetapan Kontrol RiSiKO.......cccecveiiiriiiiiiniereee e 71

vii



V.3  Prioritass Rekomendasi RISTKO.......ccuuvviieiiiiiieiiieeeeeeeeeeeeeeee e 86

V.4  Roadmap Implementasi RiSiKO ........ccocveoiieiieiiiiiieeeeeee 91
Bab VI  Kesimpulan dan saran..............cceeeveevieerieiieiiiereeieesieeseesee e 92
VI.1 KeSIMPUIan .......cooiiiiieiieeeee s 92
V1.2 SATAN ..ttt ettt et e 93
Daftar Pustaka .........coooiiiiiiiiiiec s 95
LAIMPITAN ..ottt ettt eestaesebeesseesseesbe e beessaessseesseenseenseeseens 99

viii



